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Abstract — Cloud Computing is a new computing paradigm that
attracted many computer users, business and government
agencies. Cloud computing brought a lot of advantages where
everyone can access computer services through internet, thus
avoiding physical hardware or servers .In this case Data security
becomes more important while storing data to cloud. Cloud
computing provides a way to share distributed resources and
services that belong to different organizations or sites. The
resources shared with the cloud are accessed via a network in an
open environment can make a security threat (passive or active
threats) to our data.

In this paper the authors implemented Rijndael and explain the
security lies in it when stored data in encrypted form. Besides the
security provided by the cloud storage provider, storing data in
double encrypted format using Rijndael provides confidentiality.

Here to encrypt a file we are using Rijndael algorithm. After
encrypting (the process of converting plain text to cipher text
using substitutions and transpositions) the data is un-intelligible
and confidential; we can decrypt (the process of converting cipher
text to plain text) the file to get the plain text. Hence the personal
data remains secure thus avoiding security breach in cloud.

Index Terms — Cloud computing, AES, Security.
1. INTRODUCTION

Cloud computing is a new computing approach where in
computer processing is being performed though internet by a
standard browser. Cloud computing based services and
applications offers some benefits such as cost savings,
scalability, reliability, maintenance, and mobile accessible.

Deployment Models:

The four development models differ in specific characteristics
that supports needs of services and users of the cloud in
particular ways.

Private Cloud: The cloud infrastructure has been deployed, and
is maintained and operated for a specific organization.

Community Cloud: The cloud infrastructure is shared among
number of organizations with similar interests and
requirements.
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Public cloud: The cloud infrastructure is available to the public
on a commercial basis by a cloud service provider.

Hybrid Cloud: The cloud infrastructure consists of number of
clouds of any type, but the clouds have the ability through their
interfaces to allow data/applications to be moved from one
cloud to another.

Challenges: One of the main challenge of cloud computing is
security and privacy. Using cryptographic encryption system
we can maintain, authenticity, confidentiality, data integrity to
our files.

While deploying data to any model, if we store the file to the
cloud by double encrypting it with Rijndael algorithm provides
more security.

2. PROPOSED WORK

Implementing Rijndael algorithm in VVB.net for providing data
security. Rijndael was named after the two Belgian
cryptographers (Dr.Joan Daemen & Dr.Vincent Rijmen) who
developed and submitted it. On November 2001, AES (which
is standardized version of Rijndael) became a FIPS standard
(FIPS 197).

Like DES, AES is a symmetric block cipher; however AES is
quite different from DES in number of ways.

The algorithm allows for a variety of block and key sizes .The
AES states that the algorithm can only accept a block size of
128 bits and a choice of three keys-128,192,256 bits.

3. IMPLEMENTATION & RESULTS

The encryption process uses a set of specially derived keys
called round keys. These are applied, along with other
operations, on an array of data that holds exactly one block of
data, the data to be encrypted. This array we call the state array.

You take the following Rijndael steps of encryption for a 128-
bit block:

1. Derive the set of round keys from the cipher key.

2. Initialize the state array with the block data
(plaintext).
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3.
4.
5.

Add the initial round key to the starting state array.
Perform nine rounds of state manipulation.

Perform the tenth and final round of state
manipulation.

Copy the final state array out as the encrypted data
(cipher text).

The reason that the rounds have been listed as "nine followed
by a final tenth round" is because the tenth round involves a
slightly different manipulation from the others.

A.E.S. Algorithm
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After Single Encryption
(] = .

plsgl student_mdb.enc
ypt

]

Windows

Windows can't open this file:

jdl File:

student_mdb.encrypt
To open this file, Windows needs to know what program you want to use to

open it. Windows can go online to look it up automatically, or you can manually
zelect from a list of programs that are installed on your computer.

What do you want to do?
@) Uge the Web service to find the correct program

) Select a program from a list of installed programs

[ QK ] [ Cancel ]

\

After Double Encryption

student_mdb_en
crypt.encrypt

Windaows B

= Windows can't open this file:
= File: student_mdb_encrypt.encrypt
To open this file, Windows needs to knew what program you want to use to
open it. Windows can go online to lock it up automatically, or you can manually
select from a list of programs that are installed on your computer.

What do you want to da?
@) Use the Web service to find the correct program

_) Select a program from a list of installed programs

[ Ok ] [ Cancel ]
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4. CONCLUSION

With the rapid increase in the adoption of cloud computing by
many organizations security issues arise. In this
implementation after single encryption we get file.encrypt , we
can double encrypt by selecting the encrypted file which have
an extension file.encrypt.encrypt which is more secure
encryption process. Using Rijndael for double encryption of
files (text, images) provides more security and avoids security
attacks on cloud computing when storing data to cloud.
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